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Purpose of this Document

This document is intended for users and installers of the EntraPass Access Control System who are already
familiar with the product. Its purpose consists in delivering late-breaking information about the 6.01 version of
EntraPass Corporate Edition. This objective will be achieved by way of contextual screens and simplified
descriptions.

Welcome to the 6.01 Version of EntraPass

Welcome to this latest version of EntraPass, featuring an interesting range of brand new functionalities such as
the VideoEdge Hybrid Integration, the badge sample printing, the Sybase update, the optimized workstation
application, etc...

Software Package

The installation media (USB flash drive or DVD) includes the basic components of EntraPass Corporate Edition:

e 1Server and 1 server workstation

e 1 Multi-Site Gateway application

- 2 additional workstations

+  Unlimited number of WebStation/Mobile license (must be activated for usage)
e SmartLink

The installation USB drive or DVD also includes advanced system components. They require an additional
license:

« 1 or 6 additional workstation applications (up to 20 + 1)

e 40 Multi-Site gateways

*  Redundant Server & Mirror Database

«  Oracle/MS-SQL Interface

*  EntraPass Video Vault

«  EntraPass WebStation (10 or 25 license packages with unlimited number of concurrent licenses).

For details on EntraPass utilities and new Corporate Edition features, please refer to the EntraPass Reference
Manual DN1415.

System Optimization

Minimum System Requirements
The following system requirements apply to the EntraPass Server, Redundant Server, Video Vault, Oracle/MS-
SQL Interface (CardGateway), Multi-site Gateway, SmartLink and Workstation.

«  Dual Core processor.
« 4GB RAM.
«  PCl Express graphics card with 512MB memory and DirectX 9.0 support.

NOTE: The EntraPass Server, the EntraPass Redundant Server and the Database Access must be installed on
different computers.

NOTE: For video integration, please refer to the video manufacturer’s specifications.

Recommended System Requirements
The following system requirements apply to the EntraPass Server, Redundant Server, Video Vault, Oracle/MS-
SQL Interface (CardGateway), Multi-site Gateway, SmartLink, EntraPass Web and Workstation.

» Intel i5 processor or equivalent.
+ 8GBRAM.



e 7200rpm, 1TB Hard Drive
»  PCl Express graphics card with 1GB memory and DirectX 9.0 support.
« 10/100 Base-T network adaptor.

Tested and recommended OS with EntraPass 6.01

Windows 8 Entreprise 32 and 64-bit \/

Windows 2008 Server 32 and 64-bit

Windows 2012 Server 64-bit

Windows 7 Pro 32 and 64-bit

Windows Vista Pro 32 and 64-bit

Windows Server 2003 32 and 64-bit

NN N YN N X

Windows XP Pro 32-bit

NOTE: For video integration, please refer to the video manufacturer’s specifications.

EntraPass New Features

Update of Sybase

A new updated version of Sybase has been released (11.10.0.1). This updated version affects the server table
and the Database Access option. This update is transparent and done automatically during an update of
existing systems.

Integration with VideoEdge Hybrid (SDK 4.3)

American Dynamics released a new DVR which is based on the NVR platform with the exception that this one
can connect either 16, 32 and 64 analog or IP cameras in three different flavors of the unit. The maximum
number of cameras is 64.



Functionality

From the Video/Video Server menu in EntraPass, click the Video Server Type drop down arrow to display the
new Video Edge Hybrid servers:

=W Video server El-g
BAX®ELQ| =
English
New video server
Video server e
New video server
General | Video Vault parameters Comment
(hnemrmais m Video server parameters
Intellex DVMSB8000 Mumber of cameras 1] =4
Intellex DVMS 16000
[#] Online EEHZ: gg Poling frequency (m:ss) 2:00
@ Intellex LT-16 =
ChirErEs Intellex IP Polls before communication failure 2 =
™ Domain name Intellex Ultra
: AD-HDVR-16 Time zone
Video AD-HDVR-32
AD-TVR-04 %
Communication AD-TVR-08 -
AD-TVR-15 [] Time for dock synchronization (hh:mm) 00:02
Event AD-TVR-VS _
B =
|¥] Bypass Ping for identification AD-VideoEdg n
AD-VideoEdge Hybrid-32
AD-VideoEdge Hybrid-64
[7] Specify Video server login [] Bypass DVR S o sase st L
|LI" Close ] Ix Cancel l [ (2] Help

Badge Sample in hattrix Credential

This new feature is used to print the word SAMPLE across the badge so it will not be included in the Badging
Credential count. The Hattrix manager can send this sample for approval before printing all other badges.

Functionality
A new button was added to the Badge window toolbar with the Print Sample Badge label.

1 From the Users menu, select Badge.

iose Bl
X = |
EBAX®ELQI=A
English
Badge layout
Badge L. t P
adge Layou  Badge [ayout ke French
Présentation du badge

[7] Set as default badge layout

Preview the front side

Click here to modify the badge layout ‘

[ Close X  Cancel ()] Help
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Click the Print sample button. The system is prompting to select which user to use for the badge sample.

o

35:13215Bob
| 35:46843 Suzie

68:43513 Mike

The badge sample feature displays the word SAMPLE across the credential (see below) of the newly created
badge:

-
| Badge - Preview and print

Preview the front side

.‘ i =
Preview the back side

. @ Print front side @ Print back side

@ Print both sides

NOTE: If the badge is 2-sided, the word Sample will be printed on both sides.
hattrix Additional Search Capability

This new feature was created to answer to two different situations:
1

A user has lost his card and calls the hattrix central to have a door unlocked. The central operator needs to
locate the user within the database to confirm he has access to the door.
2

A user cannot log into EntraPass Web and calls the hattrix central. The central operator has to edit the



operator’s data or reset his password.

Functionality

A Global Search function is already available for users under hattrix. However, a new feature allows filtering
the displayed results using any of the card information fields (10).

*  You can right-click on the user name to show more information. A pop-up window opens to display more
information containing the following:
- A table with the site, access level, doors and user’s access rights for the corresponding schedule.
- The card status.
- The user’s rights to edit a card.
- The user’s rights to unlock a door.
« The user’s rights to switch directly into this account (this way the operator can see the doors to which the
user does not have access to. Logging into a user’s account allows the operator to perform any operations).
«  The doors to which this user has access (that can be unlocked).
1 From the Desktops menu, right click on a desktop button.
2  Select Properties.
3 From the Desktop properties window, select Global Search.
The Global Search window will be displayed besides the Message list.

In a Global Search, there is now an extra tabulation so you can search through operators. The searchable
operator fields are :

»  The operator’s name
e Thelogin name

From the results, you can :

- Edit the operator
*  Reset the operator password (use the operator’s e-mail address as the recipient).

% Global Search Elli__&l
Card | Operator
Card user name mike Card Information
Card user name Card number User information field User information value Card state Account
Mike: 54:54654 Valid |Main account
Gateway or Site Door Schedule
| Main Site Controller #1 Door #1 Always valid
’E {1) Server Workstation Controller #1 Door #1 Always valid
00:00 -> 24:00  Sun-Mon-Tue-Wed-Thu-Fri-Sat-Hol 1-Hol 2-Hol 3-Hol 4
Schedule details




Operators in Workspace

For security reasons, an operator can see and change another operator’s rights. An additional tabulation was
integrated under Workspace to limit the possibility for an operator to see, edit or delete another operator.

Functionality
1 From the System menu, select Workspace.
2  Select an operator from the drop down list.
3

Select the new Operator tab. You will see a list of operators who can be seen by the selected operator in the
Workspace drop down.

il Workspace
5 Workspac

TEBX®ELQE

Workspace € Administrator Workspace

|| Hierarchical filter

Engish

Administrator Workspake

French

Espace de travail administrateur

J | Panel Component

Events

W

(
Operator [I\ppllahon H Gateway and Site ” Controller ”Door ﬂReIay

W W
M || Cardaccessgroup || Report “ Graphic Workspace

Security level ” Video server H Camera ” V’ldeovie_w_l TaskBu\Idef ” Message filter nPane\J

Schedule | Access level

H Alarm system | Nea[ Guard tour ﬂCardtype H Badge Layout

Operator filter

Administratar
Guard
Installer

[ Close X Cancel | (7] Help ‘

Diagnostic Tool Add-On and Tests

The Diagnostic tool is used to diagnose your communications by providing information on connections. To
access this tool:

1
2

Click the Status menu.
Select Diagnostic.

The Statistic Tab

# .
&4 Diagnostic sa il — - o
Statistic | Site state " Site connection State by ste connection
I Gatzway Bl Sife Cm'tei;-ﬁun izl Site state [PDevice  Last restored Lastf;d LaqiﬂaTﬂl_ TCP TCP  Control Controll Control P sent £ il
hype Prataco State calback  connect comnect  ersin erg ers [
| Faiure request request failre  disabled defined ed
snce
last
restore
Multisite Gateway Apoo Site (acitve) Sequra [P TCP IF Device 2f28/2013 | 2/28/2013 e Ay 1 o | 2z | o8 734
{KT-200) commurication | communication | 12:10:11PM | 10:47-41 AM
in trodbls O
Multisite Gateway Glabac Direct (R5-232 | 4 0 4
or UZE) communicatian
Multisite Gateway KTES Sequre IP TCP IP Device 2/25/2013 o o 1 0 1 a L}
(KTES) COMMURICatan | communication 122144 PM
failed
Mullisite Gateway hépea Seoura IP TCR IP Dasics 2{25/2013 75 75 nk 0 1 1689 0
{KT-400) communication | communcation L2244 PM
faiure faled
Mulliste Gateway ank store Yaniz Store 123 Secure [P TCP IP Davies 22512013 Q 1] z 0 2 | o L]
Street {KT-400) communication | communication 122145 PM
faled
Mulbiste Gatevway Alan Tools: LTI dema Secure IP TP IP Davice 2262013 | 2/6/2013 3 [} 1 0 1 | 162 111
{kT-200) COMMUTICATAN | COmMUNCation | B:07: 15 AN | §:29:27 AM
faiure fal=d




This table displays all the statistics for the whole system multi-site gateways.
The table contains 17 columns which are:

- Gateway : Gateway that provides the information.
*  Account : Account from which the information is provided.
« Site : Site from which the information is provided.
» Connection type : The connection type can be one of the followings:
«  Direct (RS-232, USB)
«  Secure IP (KT-400)
«  Ethernet (Polling)
- Dial-up (RS-232) Modem
* IP Protocol :

- TCP
. UDP
«  Sijte state :

« Site not connected : No connection status for a modem communication.
»  Site Communication Unknown : Startup status.
«  Site Communication OK : All controllers connected.
»  Site Communication in Trouble : Communication failure for a number of controllers.
«  Site Communication Failure : Communication failure for all controllers.
«  Site Communication disabled : The Online checkbox is not selected.

« IP device state : IP connection status. The field is empty if the connection is “other”. Otherwise the values will
be:
« IP device communication unknown : Startup status.
e IP device communication OK : IP communication is good.
« IP device communication failed : IP communication has failed.
« |IP device disabled : The Online checkbox is not selected.
»  Failed to reach IP device : An information has been received from a controller that cannot be reached back.

May be a router or port forwarding issue.
»  Broadcast IP device succeeded waiting for heartbeat : A broadcast has been received from a controller and
now awaits for a “heartbeat”.

« Last Restored : Date and time for the last mentioned communication restore. If there is no date, it means that
this event never occurred.

« Last failed : Date and time of the last mentioned communication failure. If there is no date, it means that this
event never occurred.

e Last failed callback failure : Date and time of the last mentioned communication failure following a broadcast.
The field will be blank for any other connection type than IP or if this event never occurred.

«  TCP connect request : Total number of TCP connection requests since the last gateway startup. The field will be
blank for all other cases.

«  TCP connect request since last restore : number of TCP connection requests since the last communication
restore notification. The field will be empty for all other cases.

«  Controllers in failure : Number of controllers in communication failure.

*  Controllers disabled : Number of controllers not polled.

*  Controllers defined : Number of defined controllers.

* IP Sent : Number of requests sent on the network.

« IP Received : Number of requests received on the network.



The Workstation Tab

@ Disgnostic - e . r r i - B =
Statistics || Site state Site connection State by site connection Workstation
Workstation Type Account Manager Account Operator Total List requested Read requested Write requested Total data sent  Total data Informations
requested received
(1) Corporate Gateway 0 2 0-None-0-0-0--0-0 |1-Gateway-8,495-0-0— 0-None-0-0-0--0-0 4,635 1,403,461 |1-0-2-0-0-8-0
8,495-0 -209

(1) Additional Workstations 0 Installer = 7-Video view -3, 088150 -| D-MNone-0-0-0--0-0 | D-None-0-0-0-0-0 11, 707 1,887,998 59-0-0-0
0-9,071-2,743

This window displays the data exchange between the server and EntraPass applications (smartlink, gateways,
workstations...).

The information provided is:

*  Workstation name.
*  Workstation type: Used by SMARTLINK and shows if the application is used for Smartloop, SmartService,
Webstation, Serial, File or e-mail.
»  The account manager to which this operator is part of or logged in.
«  The account to which this operator is part of or logged in.
e The operator logged in.
e The total requested : Number of RPC calls.
e Lists requested:
- Number of requested lists.
- Last requested list.
- Bytes returned.
- Process in millisecond.
- Results.
- Total bytes returned.
- Total process in millisecond.
- Reads requested:
- Number of request reads.
- Object read.
- Bytes returned.
- Process in millisecond.
- Results.
- Total bytes returned.
- Total process in millisecond.
»  Writes requested:
- Total requested.
- Objects written.
- Bytes returned.
- Process in millisecond.
- Results.
- Total bytes returned.
- Total process in millisecond.
*  Total data sent.
» Total data received.
* Informations for a Workstation:
- Total messages.
- Total alarms.



- Total asked reports.

- Total received reports.
*  For a Gateway:

- Requests data.

- Requests state.

- Requests extended.

- Requests command.

- Requests execute.

- Requests reload.

- Requests delete.

- Requests modified.

NOTE: This information will be reset on EntraPass application restart.

Display

Since this table displays details about all sites in the system, a few mechanisms have been implemented to

ease the visualization process. On the top left corner, you can click the | button to display the columns list:

[V iGateway
Site
Connection type
IP Protocol
- Site state

O Diagnostic ‘ IP Device State

Last restored

Statistics | Sitestate | Site connec Lastfaled
Last callback failure
Gateway Site TCP connect requested
TCP connect requested since |ast restore
Controllers in failure
Controllers disabled
Controllers defined

Click here to show /hide fmove columns] IP sent
m IP recceived

You can select one or many columns to display.
For Gateway, Account, Site, Connection type, IP protocol, Site state and IP device state columns, different

filters can be applied to display or hide information. To use filters, click the drop down button on the right side
of the column.

Connection type

[7] Dial-up (RS-232) modem
7] pirect {(Rs-232 or USE)
[7] secure I (1P Link)

[7] secure 1 (KT-400)

Exporting

An Export function in CSV format was added to the first statistic page. The option will be displayed via a right-
click on the screen.

IWMIC3TION | COMMUIICETION | L&7 UL LM | U

traubie

St

wrecafinel ¥

| C3V mport

Ste T o e - 2
wrecation | communication L
aiure failed

Site IP Dayics 2

Wncation | communication

- Fadad
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Access Exception under Security Level

This feature is to restrict the ability for an operator to use the Access Exception option.

Functionality

1 From the System menu, select Security level.
2 Select the Menu tab and scroll down to the Card functions:

& Security level [l @ =
TEAX®ELQ
English
- - Administrator
Security level ® Administrator i
French
Administrateur
Menu I Miscellaneous “ Card database fields ” Video custom button |
@ Mo access ¥ Read only {view and print components)  Full access
Allow 1>~ SmartLink =

[ --Badging Functions

4 - Card functions

G Editable drop down list card information
é Change labels

é View card transactions

é Search card

é View and validate access

é View Door Access

é Batch load card -
é List of PIN owners

 Access exception | -

m

Booe ] (X oo | [0

3 Check Allow to grant access to the selected operator to the Access exception function.

Operator’s Password Rules

The purpose of this feature is to add more parameters to the actual operator’s password.

Functionality
1 From the Options menu, select System parameters.

J‘ © System parameters.
| s | Icon status l Service login information ” Call home ” Alarm Management J
i | Server logs _| Disk space [ Logout and idle H Schedule H Diagnostic l

E-Mail Server Password rules

Server |

.! Specific password rules
LA

Minimum characters

Gateway

Minimum uppercase letters

LLES_'E Mirimum numeric characters
Firmware
Minimum spedal characters




2 The password rules are :

A minimum of 8 characters and a maximum of 20.

e A minimum of 0 and a maximum of 20 numerical characters.
e A minimum of 0 and a maximum of 20 special characters.

e A minimum of 0 and a maximum of 20 uppercase letters.

NOTE: Once selected, all newly created or modified operators will need to comply to these new password

rules.

Security Level Attached to an Account

This feature is to provide an additional “layer” of rights to an account. The security level assigned to an
account is added to the operator’s current security level. In other words, the feature will be available only if

the operator’s security level corresponds to the account’s.

Functionality

From the Account menu, you will find an additional security level field that will affect access rights for all

operators related to this account.

11

. — o] ® =
EaX® ELQ
English
Main account
Account  Main account uf
French
[7] Deactivated Biling Type : Regular Compte principal
Information | M Account Gateway and Site Comment || System gateway and site Login message
[”] Deactivate login access Default mask
Account subfolder name Security level
l.n
[7] Use specific web customization Message filter for web messages
[see
¢  Close X Cancel @  Hebp

Additional Column Under Event

This feature helps the workstation operator when monitoring the events desktop and the corresponding

accounts.

Functionality

Under the following desktops, you can add a column to display the corresponding account for each event:

*  Message Screen.

»  Filtered Message Screen.
- Alarm Message Screen.

e Custom Report.
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1 From the Desktops menu, right click on the desktop and select Properties:

“Miscellaneous:

“Multiine
@ 1line
() 2lines
() 3lines
() 4lines

Display events in bold
~Show columns:

Message type

Last message on top

Auto-scroll delay {mm:ss) 02:00

Fictures

| Colors

Fail-soft messages
Messages background color

Video |

Display event color in separate column

Message text color

Display account

2 Onthe bottom left, check Display account. The desktops window now displays the Account column with the
corresponding event for each account.

Q ¥ | ﬂ All events. ! *
Account Date and Time Event message Details 3
| &) Secondary account 20-08-2013 09:15:53 Ele]ssage view definition modified (1) server Workstation, Instalador, Operator events
A Secondary account 20-08-2013 09:15:53 Mfssage view definition modified (1) Server Workstation, Instalador, Workstation events
| o) Secondary account 20-08-2013 09:15:53 FIessage view Qenniton Moamed (4 goryer Workstation, Instalador, Gateway events
a Secondary account 20-08-2013 09:15:53 MEessage view aemnition moamen (1) Server Workstation, Instalador, Site events
5 Secondary account 20-08-2013 09:15:53 I WL IR NI OT A (1) Server Workstation, Instalador, Video server events
5 Secondary account 20-08-2013 09:15:53 A OUE, IEW (NN e (1) Server Workstation, Instalador, Camera events
n Secondary account 20-08-2013 09:15:53 ERERSTMIC VIEW ICRIHENNY SMHNRED (1) Server Workstation, Instalador, Alarm system events
E Secondary account 20-08-2013 09:15:53 Message view Qenniton moameao (1) Server Workstation, Instalador, Area events
B Secondary account 20-08-2013 09:15:53 T N (1) Server Workstation, Instalador, Guard tour events
a Secondary account 20-08-2013 09:15:53 Card type modified (+) (1) Server Workstation, Instalador, Administrator
a Secondary account 20-08-2013 09:15:53 Card type modified (+) (1) Server Workstation, Instalador, Cartes visiteurs
5 Secondary account 20-08-2013 09:15:53 Card type modified (+) (1) Server Workstation, Instalador, Employé
E Secondary account 20-08-2013 09:15:53 Card type modified (+) (1) Server Workstation, Instalador, Maintenance
E Secondary account 20-08-2013 09:15:53 Card type modified (+) (1) Server Workstation, Instalador, Sécurité
a Secondary account 20-08-2013 09:15:53 Security level definition modified (+) (1) Server Workstation, Instalador, Installer
a Secondary account 20-08-2013 09:15:56 Account Modified (+) (1) Server Workstation, Instalador, Secondary account
' in account 20-08-2013 09 Account Modified (1) Server Workstation, Instalador, account
Main account Account Modified (1) Server Workstation, Instalador, M
-
|ZHIB—13 09:17:59 Account Modified (=) (1) Server Workstation Instalador Main account
oo
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Separate Import — Export Under Security Level

It is currently possible to give an operator access to both Import and Export features but not separately. This
new feature makes it possible to access only to one of them.

Functionality

1 From the System menu, select Security level.
2 Under the Menu tab, scroll down to the Users parameters.
3 Select Import/Export to set the operator’s access rights.

tABX®ELQ
English
N Administrator
Security level | administrator -|
L B e
Administrateur
H-enul Miscellaneous “ Card database fields ” Video custom button l
0 No access 0 Read only (view and print components) ﬁ Full access
Import [+ - Operation =
& 4 ser 3
9 Card
i % Badge =
9 Cards Access Group
9 Access level .
9 visitor
9 Card type
Daypass
Oﬁabm Operation
elﬂ'lpcrt | Export |
9 Tenants list -
(B¢ cose | [X canel | [@ teb |

4 Based on the above example, the drop down menu in Users/Import/Export for EntraPass only displays the
Import option:

elect operation Transaction file L it
m}:: " E] = Mew pattern |
vapuwmm—l Pattern contents [ Edit pattern |
a trapa Field separator= - - -.
Winpass64 Tersachoa eaE | x Delete pattern |
Card number = =
Card user name 3 o Error ]
Information carte 1
Information carte 2 I
Information carte 3
i
Card state
User trace .~ 9 il
Transaction code Card number

Mo data to display
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5 While in EntraPass Web you will see:

Import

Optimized Workstation Application

This feature optimized the way the EntraPass Workstation handles lists under certain menus in order to
decrease the processing time.

Functionality

Every menu in EntraPass and EntraPass Web that contains a list (i.e.: Devices/Doors, Users/Cards...) was
optimized for faster display.

In 6.01, events on the desktop as well as filtered events are not treated as two separate lists. They are taken
from the same list therefore decreasing the transfer of information between the server and the workstation by
half the time. The same process applies for pictures; the information is sent once as opposed to twice. This
accelerates the exchange of events between workstations and frees up the server. From now on, if you delete
the list of events it will also delete the list of filtered events.

Mirror Database

For performance and response time purposes, the mirror database is not totally synchronized (live) with server
modifications. All modifications are stored into a buffer and treated sequentially and in parallel with the
primary server requests, (but not simultaneously) depending on the CPU and connection speed between the
primary server and the mirror database.

To insure that all data is transferred when the mirror database is running the redundant server, a new
indication was added to the mirror database GUI. A 5th LED that now indicates that a connection was lost
during a transaction transfer.

*  Red: Means modifications were transferred partially (not completely).
- Green: Means transactions were transferred completely.

F'® Mirror Database and Redundant Server [:J E @
System Help
Directories
Data directory C:iProgram Files\antechiDatabaselimor GEData
Archive directory C:\Program FilesiantechDatahaseMimor GElArchive
InfOut Directory C:lPyogram FilesWantechiDatabaselinor GEITime
Wideo recording diectory C:\Program Files\Kantech\DatabaselvIimor GE\WideoRecord
Database
Server state Not connected
Database state Beady -----Feady 08/0802013 2:40:29 FM
Delay before copy database
Transaction report
Transactions to process 0
Number of data transactions processed 1,576 - 2,411,042
Number of archive transactions processed 7-9.2835
Nutmber of In/Out transactions processed 0-0
Number of video record transactions processed 0-0
Humber of Windows registry transactions processed 136 - 45,157
Transaction errors 7

Redundank server

Redundant server state Redundant server nommg,
Delay hefore Redundant server shutdown

Delay before Redundant server startup

96 @ 05/03/2013 2:49 PM  10.38.192.77




15

If some transactions were not fully transferred to the mirror database and the LED is RED, a message will be
displayed explaining that a MERGE or a RESTORE cannot be performed on the database. This is to avoid any
database corruption. The message will be sent to all workstations connected to the redundant server.

Redundancy server connection

O

Synchronisation with primary server wasn't successfully completed before Fail
To prevent database corruption restore and merge data will be disable
All datababase modification will be discarded when primary server goes back

SmartService SSL Certificate Configuration

This tool is used to configure the SmartService in order to work in SSL mode. In other words, it links the SSL
certificate to the SmartService port.

To acheive that goal, two conditions must be met:

4

»  The SSL certificate is installed on the computer.

« The certificate is not already linked to the port.

Navigate to the C:\Program Files (x86)\Kantech\EntraPass SmartService directory (or any other drive in which

EntraPass is installed).

Double click to open the SSLCertificateConfig.exe file.

Click the Bind SSL Certificate to SmartService button to display a list of all certificates available on that

computer.

B Kantech SmartService S5L Certificate Config

KANTECH

SSL Config 1.0

[ Bind SSL Cerficate to SmanSenvics |

[

Verfy Carficate for SmartService |

1 Windows Security

Select Certificate

SmartService port:

Certificat

Select a certificate from the following list to bind that certificate to

Issuer: BROZWEKD3257 tycofs.com
Valid From: 27-06-13 to 26-06-14

Click here to view certificate prope...

4

Select a certificate and click OK. The following window will prompt for a confirmation.

Configure S5L Certificate?

Configure 5L e
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5 If the certificate is already linked, the following message will be displayed:
R )
Il

SSL Certificate add failed, Error: 183
Cannot create a file when that file already exists.

Otherwise, the process will be completed successfully:

Result | = |

S5L Certificate successfully added

4

6 Click the Verify Certificate for SmartService button to insure that the certificate has been properly linked to the
SmartService port:

The certificate is configured correctly on: IP Port: 0.0.0.0:8801 APP ID:
becl7d90- c568-4670-8f09-57 496631605

7 Otherwise the following warning message will be displayed:

o]

There is no certificate configured for SmartService.

4

Once the certificate is linked successfully, you can close the application and try accessing smartservice via the
mobile application and/or the EntraPass Web using https or a secure connection.

Smartlink E-mail Buffer Control

In case of a failure or closing of the e-mail server, SmartLink will keep all the unsent e-mails in memory. This
feature will allow the buffer to be controlled in order to improve the system performance.

Functionality

This function will be set to off by default and can be controlled on a per SmartLink application.
An event will be generated when the buffer is purged to keep only the selected one.
To set the e-mail control options:

1 Select Devices/Application.
2 Select a SmartLink application from the dropdown list.
3 Click the SmartLink e-mail tab.



You will find two new checkboxes under E-mail control:
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= Application EI = @
BaX®ELQ
English
SmartLink]
Application & Smartlink
French
Smartlink
General Parameters E-mail reports Smartlink | Smartlink e-mail | Smartink Web and AP Comment
E-mail - Server parameters Authentification parameters
E-mail server {SMTP or Exchange server)
@ Mo authentification
E-mail port 00023 SMTP authentification
Z ) POP3 authentification
E-mail sender
E-mail control
[ Delete e-mail{s) when maximum reached 1000
[] Delete e-mail(s) when older than (hh:mm) 02:00
Send to Test
[ Close x Cancel (7] Help

* Delete e-mail(s) when maximum reached: The maximum amount of e-mails that will be kept in the buffer when
the feature is active is 9999. The minimum (and default value) is 1000.

* Delete e-mail(s) when older than (hh:mm): The maximum amount of time e-mails will be kept in the buffer
when the feature is active is 24:00. The minimum value is 02:00 and the default is 05:00.

SimplexGrinnell Fire Panel 4100 ES integration

This feature allows integration between EntraPass (gateway), KT-400 into SimplexGrinnell Fire Panel 4100 ES.

NOTE: Consult your local Kantech representative for more information

exacq Integration

exacq video recorder has been added for EntraPass Corporate editions. Videos recorded from exacq recorder

are also displayed into the EntraPass WEB platform.
The video integration features are:

* Live view.

- Playback.

- Record on event.

e PTZ control.

»  Compatibility with the Video Vault.

There is a maximum of 40 exacq units available in EntraPass Corporate edition.
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DVR and NVR Units Available for Integration

A-2U-16-480 Z-2U-16-480 | ELS-P-08-240 | ELXS-P-08-240 | LC-08-240
A-2U-32-960 Z-2U-32-960 | ELS-P-16-480 | ELXS-P-16-240 | LC-16-480
A-4U-16-480 Z-4U-16-480 | ELSR-P-08-240 | ELXSR-P-08-240 | LC-IP
A-4U-32-960 Z-4U-32-960 | ELSR-P-16-480 | ELXSR-P-16-480
A-4U-48-144 Z-4U-48-144 | ELM-P-IP ELXM-P-IP

A-4U-64-192 Z-4U-64-192 | ELT-P-IP ELXIP-P-IP

A-D-08-240 Z-2U-IP ELIP-P-IP ELXS-S-08-240
A-D-16-480 Z-3U-IP ELS-S-08-240 | ELXS-S-16-480
A-D-32-960 Z-4U-IP ELS-S-16-480 | ELXSR-S-08-240

A-2U-IP ELSR-S-08-240 | ELXSR-S-16-480

A-4U-IP ELSR-S-16-480

A-D-IP

Functionality
In EntraPass, under the Video/Video server menu, you will find a new item in the Video Server Brand
dropdown menu labelled exacq.

Once exacq is selected in the Video server brand dropdown list, exacq will be automatically selected for
the Video server type. The Video Server types are:

- exacq-8

- exacq-16
- exacq-32
- exacq-48
- exacq-64
- exacq-128
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+ Under the System/Workspace menu, the exacq video server is listed among the video servers that can be

restricted.
& Workspace ol
FrEAXmELQ 4
English
Wolispaoe -
French

Hierarchical fiber

| dppiicotion || Gotevaygte || Controler || Door || potey [ dnput || sehedie || Acrmitewt | srmaystem || Avcs | Gusnd b || cordtype [ Bodge tayeart | Tenocsist

_ Evends
Cardaccessgroup | Report | Graphic || Operater | ‘orksnace H Seourty ke | Widea server | Camera || Video viewy | TaskBulder | Message i || Panel | Panel Comporent
]

all widen seruers Uider sarver filker

lexag

1Kanted
LI Marquis Janques
CIrd Lttra

18R 11
| Paria Tast
_|Panxsonic 2
"1 Panasanic LAN

1 Panasoni Testing
_| Parxsonic Torambe
CITWR NI

1 TVR SAY

1Uitra from TS

[ cse | X concel [@  hs |

+ Under the Option/System parameters menu, select Video on the left. There is now a new tab labelled
exacq with the same Video Vault save delay (m:ss) parameter as the HDVR.

« In EntraPass Web, click Operation/Video to see the list of views and cameras from the different video
servers (as before with HDVR).
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EntraPass Web New Features

Reports

8 new additional reports will be available in EntraPass Web.

e User list based on specific doors.

«  User List based on specific access levels.

«  User List based on specific card types.

«  User List based on the entire database.

«  Component list based on specific access levels.

»  Component list based on card access group”assigned to a card type.
«  Quick Report: Access events with all selected user information fields.
«  Quick Report: All events with all selected user information fields.

Badge On-Site Printing

This additional feature is to enable printing from EntraPass WEB. Badge templates are created from the
EntraPass workstation but preview and printing can be done from EntraPass WEB. A badging printer must be
installed or defined on the computer where the EntraPass Web is installed.

Functionality

A new button was added to EntraPass WEB under the User/Badge menu in order to preview and print the
badge.

Edit User

Enable User
Seniared Mke Access Levels e
User Filter S

KT-NCCFIXE | +
Card Type

‘Wit For Keypad NCC Windows Dual - S1 - KT200

» Count Users

~ Options

Card #1  00:00100 = NCC - 54 -KT400 (direct)

Extended Delay T
Dual - 55 -KT400 (IP}

> Date
s ~ Badge
Layout  Select Preview Badge ‘& Request Badge

Barcode

Signature

Badge Print Issue 0
> Tenants

> Intrusion

<7 | Fipto edit custom fisids or comment

*  Preview Badge: Pops up a preview window with a .PNG picture of the badge and allow printing in dual side or
front or back only. This window displays:
e The front side of the badge.
« Aflipicon to view the other side of the badge if the badge template has 2 sides. Otherwise it will be greyed
out.
»  Adropdown list of available printers (all printers of OS):
- Display selected printer
- If no printer is selected, the message displayed will be: Select printer...
- If no printer is installed, the message displayed will be: No printer found...
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- If the selected printer is not found, the message displayed will be: Select printer...
«  The Print Front Side, Print Back Side and Print Both Sides buttons.
- If the template is single sided, then BACK and DUAL will be greyed out.

Preview Badge Printing

Print front side Print back side Print both sides

w2 Hip to back side = Printer:

NOTE: Once the print command is sent to the printer, the PRINT BADGE screen will be closed automatically
notifying the operator that the command has been processed. If any error occurs with the printing process
(printer not connected, badge gets stuck), a warning message will be displayed.

NOTE: The Preview badge button will not be displayed in EntraPass Web unless the operator’s Print badge
option is selected under the EntraPass Security level menu:

1 Inthe EntraPass System menu, select Security Level.
2  Click the Menu tab:

i Security level EI = :
- —
TERAX® ELQ
English
Guard
Security level ® Guard -
French
Guard
MemI}_ Miscellaneous || Card database fields ][ Video custom button |
e Mo access 6 Read only (view and print components) # Full access
[+ - Options -
> - Backup

> --Desktop menu
-Smartlink

~Badging Functions

... 48 Print badge

> --Raoll call functions

> --Miscellaneous functions
> --Video functions

> -Video Vault

> --\WebStation

m

X et | [@_re ]|
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To determine which badge layout will be available for a given operator, select Workspace from the EntraPass

System menu.
Click the Badge Layout tab.

= Workspace
& Workspa

ERX® ELQlE

=l

Workspace € Administrator Workspace

Hierarchical filter

I Panel Component
Tenantslst ||

[ Operator I Application | Gateway and Site || Controller || Door | Relay i Input | Schedule || Accesslevel |

. [¥] All badge layout

Cardaccessgroup || Report || Graphic [ workspace ||

English
Administrator Workspace

French

Espace de travail administrateur

Events

|| videoserver || Camera || Video view

Badge layout filter

| Taskpuider || Messagefiter || panel ||
Alarm system || Area || Guardtour || Cardtype | Badge Layout |

Badge layout
Maintenance badge layout
Operator badge layout

5 Select the badge layouts from the list.

Printing from the Users List Window

*  EntraPass Web now allows for previews and printouts directly from the Users window.

Card No Display Nb Exp. Date Trace len/Lost

Print Badge =

Last Transactions
Card definition modified
SmartLink, frioux

“

Card definition modified
SmartLink, glabrecque

Card definition modified

SmartLink, glabrecque

9 Help
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A filter in the Users window was added to display a list of badges that were never printed. This filter is applied
by adding the Badge Print Issue column and sorting it from the lowest number (0).

View all

Inwalid cards

Expired cards

Wait For Keypad
Mo multi-swipe

Mo card type

Valid
Multi-System LOGIN

This new feature allows an operator to select which systems to connect upon logging in

NOTE: Please note that only systems with the same EntraPass version (web and SmartService) should be used
with this feature.

Functionality

By default the login defined during the installation will be selected. There is now a down arrow to permit
addition or deletion of new connections.

EntraPass Web
@
= ]
:

- KN

Reset Password

Default connection

This down arrow enlarges the login to display:

The connection name is displayed on the right side of the arrow.

The last selected connection will be remembered and displayed as default upon the next startup.
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*  When clicking the left arrow, the following window is displayed and shows the selected site parameters.

EntraPass Web

Reset Password

Default connection

Secure

»  Click Secure to switch between http or https.
NOTE: The smartservice is already typed in as the webservice name.

*  You can edit the existing information (the New button will disappear and be hidden). Once finished, click
Save or the arrow once more to cancel.
«  Use the Delete button to delete a connection.

NOTE: The default connection cannot be deleted.

» Ifyou click the New button, the Save button becomes Test.

EntraPass Web

=] B

Reinitialiser le mot de passe

Default connection

Securisé

a

e Once you click the Test button, the system will display the connection name. If the test fails, an error
message will be displayed instead of the connection name.
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«  To configure the connection default name, navigate to Devices/Application in EntraPass.

" Application (=)o
TEAXE ELQ W

English
smartlink

Application @ Smartlink -
French

Smartlink

lGeneraI H Parameters ” E-mail reports ” SmartLink ” SmartLink e-mail Smartlink Web and AP [Seruice Comment

Web parameters Performance parameters
Connection timeout on idle {mm:ss) 05:00 Concurrent request by connection [3
Memary cache size for list 16

Use Web Service

Connection name

Web Service Name - Smartservice

Web Service Port 08801
Web Service Protocal http %
SDK Service Port 08802 i

(x o [0 )]

» Select a SmartLink application.
«  Enter a new name under the Connection name field.

If EntraPass Web connects to a non-compatible Webservice version during the test (a version older than the
one used), the following warning message will be displayed:

System you are trying to connect is not compatible with this version of EntraPass WEB, you might
be required to install a second instance of EntraPass WEB.

EntraPass WEB (and Workstation) Login Message

This feature allows an EntraPass operator to enter a text message that will be displayed to other operators
when they log into EntraPass WEB or any workstation.
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Functionality

Defining a login message for a single account, a Master account or a System account.

1 From the Account menu, select Account Manager.
2 Select an account from the dropdown list.
3 Click the Login message tab.

% Account Manager =B
RAaX®ELWQ
English
Account Manager
Account Manager ® Account Manager Freeiets
Gestionnaire de compte
Information Miscellaneous Comment | Login message
Display Login Message Login message {English)
MNone
) Always
) Only once
() Until
@ Only once untl 26-08-13 [
4 juin » 4 2013 » _ogin message (French)
d Imm j v s
2527 28 29.50'31 ‘1
2 3456 7 8
910 11 12 13°14 15
1o 17 18 19 20 21 22
23 24 25 27 28 29
30 1[2]3 4 5 &
@ \Clei [I']} Close I [x Cancel l [t_}) Help

4  Setthe recurrence:
. None.
*  Always: The message will always pop up after login.
*  Only once: The message will be displayed only once for each operator.
e Until: The message will be displayed until the selected date is reached.
«  Only once until: The message will be displayed once until the selected date is reached or until the operator
receives the message.
5 Type a message in the boxes on the right (primary and secondary languages).
6 Click the Save button.

NOTE: All login messages are only displayed upon the first login.
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Defining a login message for a single operator

1 From the System menu, select Operator.
2 Select an operator from the dropdown list.
3 Click the Login message tab.

ixh Operator 'E‘ =l
EaX®ELQ L

Last login workstation
Operator ® Administrator -

Last login date

08-01-13 13:56:14

Login || Security || Picture Default value ‘Web parameters Login message

Display login message Login Message {English)
Maone
| Always
) Only once
) Untl
@ Only once until 23-05-13 E]
4 mai » 4 2013 » _ogin Message (French)
d Imm jwv s
22930 1 2 3 4
5 6 7 8 91011
12°13 14 15 16 17 18
19 20 21 22[E] 24 25
262728 29 30 31
2345678

Today é:lear

[*  Close XK Cancel L1)] Help

4  Set the recurrence:
. None.
*  Always: The message will always pop up after login.
«  Only once: The message will be displayed only once for each operator.
e Until: The message will be displayed until the selected date is reached.
«  Only once until: The message will be displayed once until the selected date is reached or until the operator
receives the message.
5 Type a message in the boxes on the right (primary and secondary languages).
6 Click the Save button.
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Defining a login message for all operators (system message)

1 From the Options menu, select Login message.

Display login message
@ Mone

7 Always

() Only once

) Until

(" Only once until

Login Message (English)

Login Message (French)

2 Set the recurrence:
* None.
«  Always: The message will always pop up after login.
«  Only once: The message will be displayed only once for each operator.
e Until: The message will be displayed until the selected date is reached.

*  Only once until: The message will be displayed once until the selected date is reached or until the operator
receives the message.

3 Type a message in the boxes on the right (primary and secondary languages).
4  Click the OK button.

Message display example
In the EntraPass WorkStation:

Login message

This is a sample message

In EntraPass Web:

Login message

o Welcome to EntraPass access control

NOTE: HTML commands such as bold, new line...etc are also supported.
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Save E-mail Notification

A new Save button was added to the E-mail Notification function in the EntraPass Web to allow the operator to
confirm changes.

Functionality

In EntraPass Web, the new Save button will be available only if changes are made to the notification
parameters.

SETLPR TOOL HELP

Installation Package Update

This feature informs the operator logged into EntraPass Web that one of the installed packages requires an
update (video packages and virtual keypad).

Installation Package Information

o At least one of the installation packages is not updated, please
proceed with the update by going under the tool menu and
selecting the right installation package.

- HDVR Video Package

E-mail Notification

Recipients Schedules

opened on the EntraPass server.

Download and Install

Video Edge Video Package HDVR Video Package Virtual Keypad Package

EntraPass verifies the current version and compares it to the installed package(s). If the version is lower or is
not compatible, the color of the button under Download and Install will be highlighted in blue to indicate that
an action is needed from the operator.
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